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Foreword

The thorough and holistic review of the MFSA's supervisory and
onboarding processes has been our number one priority forthe
past two years. It is critical for the MFSA and its national
counterparts to keep up with existing and emerging criminal
threats and vulnerabilities. It is our responsibility to ensure that
market players implement a strong and effective compliance
framework that detersand detects criminal infiltration.

The pace of change required to combat ML/TF threats
effectively required us to continue building upon the strategy
document published in 2019. This was necessary in pursuit of
identified threats further to two sectoral risk assessments
published by the NCC, newly identified risks and typologies by
the FIAU and the MFSA, as wellas in order to meet international
obligations,including the implementation of the EU's4"and 5™
Anti-Money Laundering Directives, and our commitments to
meet international standards.

Dr Christopher P.Buttigieg
Chief Executive Officer ad interim &
Chief Officer Supervision

Our significant investment in financial crime compliance is necessary and vital for the integrity of
Malta’s financial system.

In under two years the MFSA has managed to build and train a
team of twenty financial crime professionals and develop a
framework around the assessment of risk and supervision. This
is a radical improvement in the manner the MFSA, as a
prudential supervisor, is involved in the supervision of AML/CFT
compliance, in coordination and as agents of the primary
financial crime regulators in Malta, the FIAU and the Sanctions
Monitoring Board. The MFSA has managed to increase AML/CFT
full-scope examination capacity from 25 in 2019, to 81 in 2020,
however our measure of success is not just numbers but rather
an improvement in the compliance culture of financial services

Anthony Eddington operators in Malta.
Head, Financial Crime Compliance

The manner in which the MFSA is trying to achieve this is by focusing on areas which are known to
have particular risks and vulnerabilities, and which the authorities wanted to improve industry
standards on. For example, MLRO competence has been a main focus point for the MFSA, as well as
beneficial ownership information held by trustees and company service providers. Supervisory
priorities for the Financial Crime Compliance team are agreed upon and published in advance,
dependingon specificrisk areas identified.

Whilst the authority will clamp down on bad practices and conduct intrusive examinations, its focus
is also to educate, and ensure that the industry understandswhat is expected by the regulators and
that there isa genuine commitmentto achieve this. An effective AML/CFT compliance culture for the
country is a process that both the regulators and regulated entities need to work together on to
achieve the desired outcome.
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Abbreviations

AML/CFT Anti-Money Laundering and Counter TerroristFinancing

BI Business Intelligence

BRA Business Risk Assessment

CASPAR Compliance and Supervision Platform for Assessing Risk

CBM Central Bank of Malta

DNFBP Designated Non-Financial Businessand Professions

EBA European Banking Authority

EC European Commission

EIOPA European Insurance and Occupational Pensions Authority

ESAs European Supervisory Authorities

ESMA European Securities and Markets Authority

FATF Financial Action Task Force

FCC Financial Crime Compliance

FIAU Financial Intelligence Analysis Unit

FSAP Financial Sector Assessment Programme

IMF International Monetary Fund

ISRS Integrated Sectoral Risk Score

KRI Key Risk Indicator

MFSA Malta Financial Services Authority

MiCA Markets in Crypto-Assets Regulation

MLRO Money Laundering Reporting Officer

MONEYVAL Committee of Expertson the Evaluation of Anti-Money Laundering Measures and
the Financing of Terrorism

MoU Memorandum of Understanding

NCC National Coordinating Committee on Combating Money Laundering and Funding
of Terrorism

PEP Palitically Exposed Person

PMLFTR Prevention of Money Laundering and Funding of Terrorism Regulations

S.L. Subsidiary Legislation

SCMS Supervisory Cycle Management System

SMB Sanctions Monitoring Board

SRM Sectoral Risk Model

STR Suspicious Transaction Report

TCSP Trustees and Company Service Providers

TUBOR Trusts Ultimate Beneficial Owner

UBO Ultimate Beneficial Owner

VASP Virtual Asset Service Provider

VFA Virtual Financial Asset
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Purpose of the Document

The Purpose of this document is to provide information to the general public,including but not limited
to practitioners in compliance, AML/CFT and financial services on the changes which the MFSA has
carried out in order to strengthen its AML/CFT compliance framework. Thisdocument acts as a follow-
up to the 2019 AML/CFT Strategy, and recounts action points and projects that have been completed,
as wellasthose still in progress. Thisdocumentalso details how the MFSA is monitoring the effectiveness
of actions taken.

Over the past few years, the Government of Malta has provided additional funding to the MFSAin order
for the financial services regulator to have sufficient resources and expertise to implement the
recommendations and expectations of MONEYVAL, the IMF and other international institutions. This
document shows that over the past few years, the prevention of financial crime has been one of the
foremost prioritiesfor the MFSA.

Furthermore, this document details the methodology being implemented to achieve the objectives
highlightedin the 2019 AML/CFT Strategy, and also highlights key areas for targeted action.
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Executive Summary

Since 2019, following the publication of the AML/CFT Strategy*,and the submission of recommendation
following various peer reviews and international assessments in the area of AML/CFT, the MFSA has
registered significantimprovementsin resources, systems, capabilities and effectivenessin itsapproach.
These can be summarised in the below actions:

1. The creation of a dedicated Financial Crime Compliance team, which as of writing, is
composed of 20 fully trained staff. The remit of the FCC team is four-fold:

a. to perform AML/CFT supervision in coordination with and as an agentof the FIAU and
the SMB, subject to revised protocols and methodology;

b. toembed AML/CFT within prudential supervision and perform an analysis of the results
(see (4)) below;

c. toactas asource of expertise and data on AML/CFT risk within the MFSA; and

d. to contribute expertise to AML/CFT compliance performed by the remainder of the
supervisors within the MFSA, including at authorisations stage.

2. The creation of a separate Due Diligence Function within the Enforcement Directorate and
which currently consists of six fully trained staff members. ThisFunction standsindependent of
the Supervisory Functions’ Authorisations teams, ensuring that there is consistency in
application of due diligence procedures across all sectors regulated by the MFSA; in being a
separate function, it adds an extra layer of checks and balances within the Authority’s
Authorisations and Supervisory Functions. The Due Diligence team is charged with performing
criminal probity and integrity checks on directors, shareholders, management, key functions and
all relevant legal and natural persons behind regulated entities. Individuals are subject to a risk
rating, and based on the outcome of that risk, the appropriate checks are performed. The same
checksare performed throughoutthe lifetime of a licence and include sanctionsscreening, PEP
screening,and adverse mediascreening.?

3. Endtoendenhancement of the authorisation process for new applicantsand supervisory
processes for existing licence holders, by revising internal procedures (such as increased
supervisory coverage of the governance framework, including key functions, internal controls
and the business model of a firm); evaluating MLRO competence, and reviewing its policy in
relation to acceptance of high-risk ownership and shareholding structures?

4. Theintegration ofan AML/CFT elementinall prudential and conduct supervision,as well
as within the authorisations process. All of the Supervisory Functions within the MFSA are now
charged with an elementof AML/CFT supervision which supplements and acts as a trigger for
the main AML/CFT supervisory activities undertaken by the FIAU and the FCC on behalf of the
FIAU. The FCC Function assists and coordinates the implementation of AML/CFT within
prudential and conduct supervision. This process resulted in the creation of new operating
proceduresfor all of the supervisory units at the MFSA. As part of this process, AML/CFT risk has
been embedded into prudential risk scores, and prudential supervision is able to supplement
AML/CFT risk with additional Key Risk Indicators.

1 https://www.mfsa.mt/wp-content/uploads/2019/07/MFSA-AML _CFT-Strateqy.pdf
2 MFSA guidance on the Fitnessand Propemess Assessments
3 https://www.mfsa.mt/wp-content/uploads/2020/06/Shareholding-Policy-for-Credit-Institutions-and-Insurance-

Companies.pdf
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The creation of a new Risk Function, composed of three employees, who assist the various
functions and units in applying the risk-based approach, including the implementation of an
AML/CFT elementinto the MFSA's main prudential risk rating tool.

The creation of an extensive training programme for all MFSA employees, which includes
mandatory AML/CFT, Sanctions and Anti-Bribery and Corruption programmes.

Other key initiatives include:

a

The strengthening of the Enforcement Function with a staff complement of 10, in
order to investigate potential breachesand act swiftly and dissuasively in cases of non-
compliance. This is separate to the FIAU’s Enforcementarm, but the parties cooperate
and coordinate as necessary.

The increased supervisory focus on fitness and propriety, competence, and
personal liability of senior management, including Directors, MLROs, Compliance
Officersand other authorised persons.

The updating of the Trusts and Ultimate Beneficial Ownership Register (TUBOR)
with beneficial ownership information of all trusts in Malta and provided direct access
to all relevantsupervisors and other authorities.

The revised the Company Service Providers regime,removing previous exemptions
from authorisations and putting in place a process which would streamline the
onboarding of hundreds of previously exempt CSPs.

The significantincrease in outreach programmes and industry awareness.
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Chapter 1 - Introduction

Over the past few years, the MFSA has embarked on an overhaul of its AML/CFT efforts and initiatives,
within the context of its statutory role as the prudential and conduct regulator of financial services in
Malta. In February 2019, the MFSA published its detailed strategic approach to AML/CFT. The purpose of
this document is to provide an update on what has been achieved so far and how this is resulting in a
more effective AML/CFT regime in Malta.

The Prevention of Money Laundering and Funding of Terrorism Regulations (SL. 373.01) recognises the
MFSA as a supervisory authority responsible for the financial services sector and therefore has onerous
statutory dutiesto fulfiland is in fact fully responsible as the gateway for all financial services businessin
Malta, in support of the main AML/CFT regulator in Malta, the FIAU. When viewed in the context of the
National Risk Assessment (which was last updated three yearsagoin 2018), the AML/CFT responsibilities
of the MFSA become more central, with respect to the residual risk vulnerabilities displayed by the
sectors, for which the MFSA is responsible, all of which are rated as Medium-High or High:

Figurel-2018 NRARiskRatings

Sector Inherent Residual Sub-sectors Inherent | Controls | Residual
Vulnerability | Vulnerability Risk Risk Risk
Banking High Medium-High | Core  Domestic | High Medium- | Medium-
Banks Low High
Non-core High Medium- Medium-
domestic & Low High
international
banks
Securities | Medium-High | Medium-High | Collective Medium- | Low Medium-
Investment High High
Schemes
Custodians Medium- | Low Medium-
High High
Foreign Exchange [ Medium- | Low Medium-
High High
Fund Medium- | Low Medium-
Administrators High High
Fund Managers Medium- | Low Medium-
High High

Page 8 of 36



AML/CFT Strategy — An Update

Stockbrokers Medium Low Medium
Insurance | Medium Medium Insurance Medium Medium- Medium
Low
Other Medium-High | Medium-High | Paymentservices | High Medium- Medium-
Financial Low High
Institutions
Lending Medium- | Medium- | Medium-
Low Low Low
Other activities Medium Low Medium
DNFBPs High High Company Service | High Low High
Providers
Trustees & [ High Low High
fiduciaries

In conjunction with its local counterparts, the MFSA, has been working to understand the risks that the
regulated sectors face, and ensure that regulated firms understand the risk posed to their business, and
take action to increase the effectiveness of the controls framework. The MFSA is delivering the desired
outcomes by ensuring its structures apply the right focus to AML risks as part of the supervisory
approach, which in turn pushes financial services firms to ensure appropriate awareness and controls
exist within their sectors and businesses. Thisis being achieved through a number of initiatives, which
include both internal restructuring, as well as industry-facing measures, as will be explored furtheron in
this document.

A critical part of risk identification also exists with regards to new sectors, in particular, the Virtual
Financial Asset sector, which,due to industry movement, quickly emerged as bein g potentially of high
AML/CFT risk to Malta, as indicated in the National Risk Assessment (2018) and the Sectoral Risk
Assessment on Virtual Financial Assets (2020). A specific section of this document is dedicated towards
the MFSA’s initiatives with respect to the VFA sector, and how it is ensuring that operators in Malta are
(a) fitand proper; and (b) implementing astrong AML/CFT compliance framework.

The MFSA's efforts with respect to AML/CFT also need to be assessed in the context of the MFSA’s own
risk appetite. The MFSA maintains a Risk ManagementFramework that ensures that there is an effective
process to manage risk across the authority and decisions taken are required to be aligned with that
same risk appetite.

As the single regulator for financial services in Malta, the MFSA examines ML/TF as a key risk area as part
of the decision-making process to issue new licences, renew or extend existing licences, to approve
changes in beneficial ownership and other key structures within already authorised entities, and
performs ongoing checksto ensure that the same status is maintained throughout the duration of the
licence term.
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The MFSA uses its approach to authorisations to deliver the following key objectives:

e Excluding bad actors from the financial services industry to protect clients or investors and to
ensure confidence in the wider financial system.

e Ensuring that persons who are not fit and proper are not able to infiltrate the local market
through non-disclosure, false or misleading information being provided to the Authority.

e Excluding actors that, if authorised, presenta risk of a negative systemic impact and/or threaten
financial stability or the local financialindustry’s reputation.

e Upholding the Authority’s and the local financial services industry’s strong reputation and
further developing that reputation.

e Mitigating the risk that Malta could be used for any form of financial crime.

e Ensuring that relationships with ESAs as well as other regulators in foreign jurisdictions are
strengthened and meetinginternational obligationsand commitments.

In the MFSA’s Risk Appetite Statement published in January 2020, the Authority defined itsrisk appetite
for authorisations as being largely low, with some exceptionsin terms of medium risk.

Among other matters, the MFSA has a low-risk appetite for applicants with a poor understanding of
regulatory expectations, who come from jurisdictions with weak or strategic AML/CFT deficiencies
applicantswith opaque shareholding structuresand a lack of strong internal controls, risk management
and compliance frameworks. Strong AML/CFT control frameworks are also expected out of Fintech
companies, whose risk exposure requires additional monitoring and understanding. Whilsta moderate
risk appetite exists for Fintech companies, and for strategically important entities, initiatives such as the
FinTech Regulatory Sandbox, enhanced monitoring and targeted inspections are in place to cater for
this risk.

In terms of the MFSA’s Supervision risk, that is, the risk that supervisory processes do not identify and
mitigate risks, is also largely low for the MFSA. This would include proactively identifying emerging or
systemic supervisory risks, not having a holistic supervisory approach, unclear supervisory expectations,
and lack of resource expertise, and resource allocation.

The MFSA is also committed to ensure that it performs a timely implementation of EU regulations and
directivesrelating to AML/CFT, its commitments with other international regulatory bodies (such as UN
sanctions), and implementation of best practices. Thisincludes a strong commitment to address the
recommendations issued by international bodies including the International Monetary Fund, the
European Commission, the European Supervisory Authorities, MONEYVAL and the Financial Action Task
Force.

Thismeans that the MFSA is highly committed to implementing recommendations emerging fromthe
IMF's yearly Financial Sector Assessment Programme, which includes a number of AML/CFT
recommendations last published in November 2019, as well as the MONEYVAL report published in July
2019.While both documents post-date the MFSA's AML/CFT Strategy, which was published in February
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2019, the MFSA adjusted its action plan and work streams to factor in any recommendations from the
IMF and MONEYVAL which were not originally envisaged.

Finally, the MFSA’s efforts in upgrading its AML/CFT framework are also influenced by international
developments. The MFSA prioritises horizon scanning across the different sectors it regulates, and
ensures that as much as possible, it immediately identifies and takes preparatory action in relation to
legislative developments, or other non-legislative requirements thatare critical to an effective AML/CFT
regulatory regime. Examples of this would include the updates performed to Recommendation 15 of
the FATF Standards in relation to virtual asset activities and service providers, and the proposed
implementation of the ‘travel rule’ to this sector, the FATF Guidance on Risk-Based Supervision, and the
implementation of the 5th Anti-Money Laundering Directive, which required the MFSA to revamp its
Trusts Ultimate Beneficial Ownership Register.
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Chapter 2 - Current State of Play

The 2019 AML/CFT Strategy

The MFSA AML/CFT Strategy published in 2019 firmly established the MFSA as a constituent part of the
national institutional framework for combatting financial crime, particularly as regards the synergies
between its supervisory responsibilitiesand the FIAU's responsibilities for AML/CFT supervision.

The strategy sets out the MFSA’s priorities and targets in order to better supervise the financial sector in
relation to its AML/CFT obligations. The strategy highlights the MFSA’s commitmentin cooperating with
the FIAU but also in its own proactive role, by integrating AML/CFT as a strong component in all of its
conduct and prudential supervisory activity. The aim behind this is to understand, detect, and action
deficienciesacrossall sectors, as frequently as possible, utilising a risk-based approach.

The key principles emerging fromthe strategy are the following:

1. Firms are expected to provide evidence of robust AML/CFT arrangementsat authorisation
stage, including assessing the business risk and documenting it in a business risk
assessment, ensuring that the tools that are in place properly reflect the control measures
mentioned in the businessrisk assessment. The application of the same standard is required
throughout the lifetime of the authorisation.

2. Firms are expected to demonstrate that good governance structures are in place, and that
senior management has the responsibility to establish a culture of AML/CFT compliance.
Only individuals possessing the appropriate integrity and competence are allowed to be
appointed, and to remain appointed within such key senior management positions. This
applies to the MLRO, Compliance Officer, CEO, other senior managementas well as the
Board of Directors.

3. A strong reflection of AML/CFT criteria within the MFSA’s prudential and conduct risk rating
system.

4. Open communication with firms, in order to provide guidance, understand risk, and identify
new risks.

5. Cooperation with domestic and international authorities by disseminating information
relating to AML/CFT.

The Initiatives

Over the past two years, the MFSA has undergone a transformative process, including organisational
restructuring, changesin senior management, a significantincrease in staffing and in training provided
to staff, investments in technological systems, an overhaul of most supervisory procedures, including a
complete shift towards risk-based methodology,and an increased focus on AML/CFT.
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Figure 2 - Increase in Employment at the MFSA
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Figure 1 - Total Onsite Inspections by MFSA2018-2020

MFSA Onsite Inspections 2018 2019 2020
Banking Cl & FI Prudential/Conduct 8 17 69
Insurance & Pensions Prudential/Conduct 28 54 86
Securities and Markets Prudential/Conduct 99 97 114
Trustees & CSPs Prudential 33 34 49
Virtual Financial Assets Prudential/Conduct 0 0 12
Financial Crime Compliance 0 25 81
Cybersecurity 0 0 8
Total Onsite Inspections 168 227 4194

4 Some onsite inspectionsmay be carried out by more than one unit. These joint inspections would have multiple
objectives but administrative resources may be shared for efficiency purposes.
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These measures were taken on board in parallel with reviews and subsequent recommendations
submitted by MONEYVAL, the European Banking Authority (the ‘EBA’) and the International Monetary
Fund (IMF), among others.

Coordination and Alignmentwith NCC and FIAU

The MFSA has strengthened the manner in which it coordinates activities with the main AML/CFT
regulator in Malta, the FIAU, based on a revised MoU signed in 2018,and revised operating procedures.

The FIAU and the MFSA cooperate as follows:

10.

The MFSA provides prudential data collected from annual licence holder reporting to the
FIAU. This data is inputted into the FIAU's CASPAR risk management system. The data
sources include data collected by the MFSA, MLRO interviews, the Business Risk Assessment
and knowledge of the business model of the subject person.

The FIAU and the MFSA coordinate in preparing the annual Supervisory Plans for the
financial sector, based on the CASPAR risk scores.

The MFSA's FCC team performs compliance inspections on licence holders using FIAU's
supervisory methodologies based on the Supervisory Plan. FCC and FIAU hold weekly
technical meetings.

The MFSA and the FIAU share red flagswhen conducting inspections, in order to coordinate
where relevant. Joint inspections also take place.

The MFSA assesses the fitness and propriety as well as the competence of MLROs on
licensed financial businesses and communicates the list of active and approved MLROs to
the FIAU.

As partof the FIAU's sanctioning powers, it may recommend that the MFSA takes prudentia
action, such as licence withdrawals or suspensions.

The FIAU assists the MFSA in ongoing name screening and due diligence against any
adverse information.

The MFSA assists the FIAU in communicating with subject persons within its supervisory
remit.

The FIAU and the MFSA coordinate in the licensing of high-risk institutions, such as banks
and VFA Service Providers. The process for thisis laid down in a 2018 MoU signed between
both entities,and the FIAU are involved at the early stages of the authorisation process. This
includes a review of AML/CFT documentation, assessing risk and the suitability of staff
involved,including mandatory interviews of MLROs.

The MFSA and the FIAU coordinate in performing outreach to the industry, as well as the
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publication of guidelines.

TheRole of the Financial Crime Compliance Unitwithin the MFSA

The focus of the FCC team within the MFSA is AML/CFT compliance. FCC has a headcount of 20
individuals (expanding to 23 in 2021), all of which possess subject matter expertise in their specialist field.
Thisis a drastic increase in AML/CFT specialised staff at MFSA since 2018.

The FCC acts as an agentof the FIAU and the SMB in order to perform supervisory inspectionson their
behalf. The FIAU, in consultation with the MFSA, draws up a Supervisory Plan for each sector, and the
FCC is allocated with its share of inspections. The Supervisory Plan is based on FIAU's AML/CFT risk
management system, CASPAR. CASPAR sources data from multiple sources, including Risk Evaluation
Questionnaires submitted annually by each subject person, as well as prudential data provided by the
MFSA to the FIAU.

The MFSA and FIAU work in parallel, therefore increasing the total human resources available between
both organisations to focus on AML/CFT supervision within the financial sector. In fact, for the cycle
running from July 2019 to June 2020, FCC was tasked by the FIAU with performing 60 onsite AML/CFT
inspections on behalf of the FIAU, increasing to 68 inspections for the 2020/2021 cycle. Over the past
two years, there has been substantial increase in AML/CFT focused inspections,in view of the increased
staffing of the FCC. Following a compliance visit, FCC drafts two reports (one is submitted to the FIAU
and the other to the SMB), receives submissions from the entity under examination, and the final report
is sentto the FIAU for any relevantenforcement or remedial action required.

FCC also assesses sanctions monitoring processes and systems. FCC maintains a communication line
with the SMB with responsibility for enforcement of, among others, sanctions screening obligations The
MFSA maintains an MoU with the SMB, setting out procedureswhereby reports of deficiencies from the
MFSA are used by the SMB to investigate and take enforcementaction, therefore further complementing
the national priority to combat ML/FT.

Apart from its role in liaising directly with the NCC, and acting for the FIAU and the SMB, FCC plays a
central role in relation to AML/CFT compliance within the MFSA: the integration of AML/CFT supervision
within authorisations, conduct and prudential supervisory activities of the MFSA.

A key example of the FCC driving the systematic implementation of AML/CFT checks across all MFSA
supervisory work, is in relation to MLROs.

MLROinterviews are performed by the respective prudential financial supervisors (sometimes supported
by FCC). The prudential supervisors follow proceduresand a template drawn up by FCC. Following each
MLRO interview, a report is generated and sentto FCC where it is assessed by reference to Key Risk
Indicators (KRIs). The FCC and Prudential Supervisors work together to determine whether action needs
to be taken with regards to a specific MLRO. At authorisations stage, this might mean that an MLRO's
application for approval might be rejected, whilst at supervisory level, an MLRO who does not
demonstrate sufficient understanding might be directed to resign and be replaced, undergo further
training or be referred for other remedial or enforcementaction.
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FCC provide training to the rest of the supervisory functionsat the MFSA, perform outreach, such as the
publication of the MLRO Expectations Document issued in July 2020,and act as a repository of AML/CFT
risks of firms regulated by the MFSA.

Figure4 - AML/CFT Training to MFSA Staff
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The MFSA continues to organise internal training and seminars to enhance the skill sets of its human resources
capacity. The launch of the Financial Supervisors Academy in 2020 complements these initiatives and apens such

training to other regulatars and supervisors. The FSA serves as a platform to enable debate between
stakeholders and discussion an best practices an key topics in financial supervision,

The collection of data regarding AML/CFT risks has further developed with the introduction of a system
to compile KRIs for all licence holders. While FCC's main source of risk information remains the FIAU’s
CASPAR system, FCC also has other data sources such as questionnaires, reports submitted by the
Authorisations Functions within the Supervisory Unitsencompassing ML/FT risk information from new

applicants, as well as findings from prudential and conduct supervisory inspections,or MLRO interviews
conducted.
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Chapter 3 - AML/CFT Integration in Authorisations &
Supervision

3.1 Authorisations

3.1.1 Fitness & Propriety

The MFSA has overhauled its fithess and propriety checks (including sanctions monitoring and adverse
media screening).

The Due Diligence Function has been reconstituted completely and placed within the Enforcement
Directorate. The primary reason for this move was to introduce an element of checks and balances
beyond the Supervisory Directorate forany licence applications under consideration. The Due Diligence
Function is therefore separate from the main application process and is able to performits checks and
considerationsindependently. Furthermore, the employees of the Due Diligence Function do not liaise
with applicants.

The changeswithin the Due Diligence Function started in March 2020, and its entire structure, including
risk-based modelling, isin place as of June 2020. The Due Diligence Function hassix full-time employees
and isresponsible for performing criminal probity andintegrity checks on all qualifying beneficial owners
and key functionaries. This includes ongoing monitoring, sanctions screening, and adverse media
screening.

The MFSA fit and proper process identifies three main pillars of the Due Diligence Function:
1 Onboarding Due Diligence;
2. Risk-based Ongoing Due Diligence;
3. Continuous Name Screening (including sanctions screening and adverse media).

The Due Diligence Function conducts fitness and propriety checks on all prospective and currentlicence
holders. The function undertakes continuous sanction screening and adverse media screening on the
applicant/licensed entity, beneficial owners, senior management, as well as holding companies.

The Due Diligence Function has various tools at its disposal, and regularly liaises with domestic and
foreign authorities, third party intelligence databases,and automated screening tools.

The MFSA has acquired a new third-party tool to ensure continuous (24/7) adverse media monitoring
and sanctions screening on all subject persons and linked associates and third parties. The tool
automatically checks given names againstsanctions and PEP lists on a regular basis and flagsa change
in status of an individual (from a non-PEP to a PEP) within minutes of being detected. Checks are also
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made for adverse media using the same tool. This provides the MFSA with a continuous flow of
information related to changesassociated with stored individual names.

The Due Diligence Function employsarisk framework which focuses on both the sectoral (based on the
risk of the sector in which an applicant/entity isinvolved) and individual risk scoring (personal indicators,
such as geography and competence). The resulting risk scores determines the depth of analysis
(standard or enhanced) aswell as the frequency of ongoing checks.

Indicators within the risk-based framework which drive applicants towards an enhanced review include
among others:

o PEP status;

. High-risk sector;

o High-risk jurisdiction;
. Adverse information;
. Level of control.

The Due Diligence Function also liaises with external stakeholders, such as referees, past employers, and
where relevant, foreign regulators. Between January and July 2020, a total of 190 requests for information
were sent to foreign regulators.

In high-risk scenarios, the Due Diligence Function isable to use a third party intelligence service provider
to performon-site intelligence checks.

3.1.2 Ownership Structure

As part of the overhaul of authorisations procedures across the board, a new Shareholding Policy for
Credit Institutions and Insurance Companies® was introduced in June 2020, repealing a previous
document dating back to 2012. This public document sets the MFSA's risk appetite for shareholding
structures in banks and insurance companies which are limited to a very small number of beneficia
owners, and which therefore pose a high risk for ML/FT, and are likely to also adversely impact overall
governance, financial soundness and resilience of the licence holder.

This Shareholding Policy, takes into account the following European Supervisory Authorities guidelines:

e Joint Guidelines on the prudential assessment of acquisitions and increases of qualifying
holdings in the financial sector” issued by ESMA, EBA and EIOPA which became applicable as
from 1st October 2017, which, inter-alia identify the criteria according to which the assessment

5 https//www.mfsa.mt/wp-content/uploads/2020/06/Shareholding-Policy-for-Credit-Institutions-and-nsurance-
Companies.pdf
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of any proposed qualifying shareholder shall be carried out;

e Joint ESMA and EBA Guidelines on the assessment of the suitability of members of the
management body and key function holders under Directive 2013/36/EU and Directive
2014/65/EU" (EBA/GL/2017/12,26 September 2017), with respect to the fitnessand properness
assessment of a proposed qualifying shareholder, on an individual as well as a collective basis;
and

e European Banking Authority Guidelines on internal governance under Directive 2013/36/EU
[EBA/GL/2017/11,26 September 2017].

The shareholding policy informs the public that the MFSA will not accept applications from new or
existing creditinstitutions or insurance companies which exposes the applicantto:

e Risk of dominance by asingle beneficial owner/shareholder, both at board level as well as within
the executive managementof an institution.

e Dependence on one/fewshareholder/sin case of any requirementfor capital injections, which
may increase therisk of not having sufficientfunding being made available.

The same shareholding policy also describes the MFSA’s fitness and propriety test into qualifying
shareholding structures and overall governance, examining the reputation and experience of the
qualifying shareholders, beneficial owners, other financiers and management structure, the financial
soundness, the ability to comply and continue to comply with all obligations, and the intentions of the
business,in particular to ensure that money laundering and terrorist financing will not be committed or
facilitated.

3.1.3 Enhancing the Authorisations Process

Strengthening its authorisations process is one of the MFSA's key enhancements, following a look-back
exercise. The sectoral authorisations teams (e.g. banking and financial institutions, insurance, and
pensions, etc) have been merged with the respective Supervisory Functions. This merge ensures a
streamlined and efficientapproach throughout the lifecycle of each entity falling within the oversight of
the MFSA. This allows for a more holistic build-up of knowledge and understanding of a regulated
entity’s business.

Thisapproach, together with the implementation of AML/CFT controls as part of the licensing process,
is aligned with the MFSA’s revised risk appetite at licensing stage, and increased licence application

rejections/withdrawals, largely based on:

o A deeperunderstanding of business models, related AML/CFT risk and alower risk appetite®

o A more thorough assessment at authorisations stage, including AML/CFT focus;

6 https://www.mfsa.mt/wp-content/uploads/2020/01/20200106 MFSAs-Risk-Appetite-Statement.pdf
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o More stringentfitnessand propriety tests on beneficial owners;and

. More detailed competence tests on senior managementand MLROs.

Stricter standards have seen a reduction in new applications as the MFSA has communicated its risk
appetite and industry expectations. The MFSA has started holding pre-application meetings to better
understand applicants and their business model prior to the submission of a licence application. If at
such an early stage, the MFSA identifies that a business model is too high a risk for the MFSA’s risk

appetite, this is communicated to deter an authorisation application which would otherwise take up
significant resources to process and decision.

Figure 2 - MFSA Authorisations Licence Rejection Rate

Authorisations Outcomes | 2014 | 2015 | 2016 | 2017 2018 2019 2020
Total ApplicationsProcessed | 304 282 224 288 203 213 265
Approved 299 276 217 258 153 184 199
Withdrawn/Refused 6 6 7 30 50 29 66

% Withdrawn/Refused 2% 2% 3% 10% 25% 13% 25%

The above table illustrates a reduction in applicantrates due to higherfitand properstandards, as well
as an increasingly higherrejection rate due to the MFSA's lower risk appetite.

314 AML/CFTwithin the Authorisations Process

Each Authorisations team closely collaborates with FCC and the Due Diligence Function.

Checks performed at authorisations stage, include:

. Identifying weaknessesin senior leadership;

o Governance;

o MLRO competence, knowledge and experience;
o Internal controls; and

o Business models.
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New cross-sectoral authorisation procedures have been finalised, setting out the AML/CFT element
within the authorisations process. An Authorisations Forum, which includes all Supervisory Functions,
was set up with the involvement of FCC, with the aim of standardising authorisations processes,
including those relating to AML/CFT. Accordingly, FCC is involved in the authorisations process for new
entities from the initial discussions. FCC reviewsrelevantdocumentation and any AML/CFT red flagsare
highlighted. The FCC review looks into:

1. The background of the involved individuals;
2. The MLRO;

3. The business model; and

4. The operational model.

The Due Diligence function performs criminal probity screening and integrity checks into the Beneficial
Ownersand Directors, as well as any holding companies involved within the corporate structure and the
background of the individuals such as the MLRO, the Compliance Officer and any other designated
persons. The academic and professional background, experience, potential conflicts of interest and the
expected number of hours allocated to the applicant, if the individual is not a full-time employee, are
considered in conjunction with FCC.

The business model review assesses the products and services being offered and the target customer
market and jurisdictions. The MFSA needs to be convinced that the proposed model falls within the
MEFSA’s risk appetite.

A BRA needsto be provided by the applicant, reflecting the threats and vulnerabilities, the likelihood of
impact of ML/FT risks, and the control measures in place to mitigate the inherent risks. The BRA needs
to include the risk appetite in relation to targeted customers and products to be offered. Guidelinesto
the industry, jointly published by the FIAU and the MFSA in relation to the completion of the BRA have
beenreleased.’

The applicant's Customer Acceptance Policy is also reviewed, which includes the Risk Appetite
Statement, the Customer Risk Assessment methodology and all the applicable documentation relating
to the Risk Managementand Controls framework.

Thirdly, the review of the operating model looks at the company structure, reporting lines, and in
particular that relating to the compliance and anti-financial crime function. An assessment is made as to
whetherthe applicant’s staff complementand expertise of the AML/CFT personnel are commensurate
to the size and nature of the business. In the case of new businesses, thisis done viarequesting estimated
customer levels over a three-year period,and expected volume of transactions and revenue projections.
Operating manuals in relation to customer onboarding, ongoing monitoring and transaction monitoring
are also reviewed.

7 https://www.mfsa.mt/wp-content/uploads/2019/04/ML-and-TF-Business-Risk-Assessmentpdf
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FCC is given the opportunity to object to the licensing of any applicant, or individual within an entity
applying for a licence based on the above. Apart from objecting to a licence, FCC may also request the
imposition of licence conditions, such as a requirement to undergo a follow-up interview, a restriction
to anykind of higherrisk business, further training etc.

3.15 MLRO Competence

The competence and effectiveness of MLROs or other approved officials covering AML/CFT is one key
area that is targeted via this new approach. The prospective MLROs of all licence applicants are subject
to aninterview conducted by the MFSA, in coordination with the FIAU.

The aim of these interviews is to identify the effectiveness of the MLRO function. The MLRO may be
found to be unsuitable due to lack of knowledge, experience or insufficient time commitments, or failure
to meet the fitnessand propriety test. On the basis of the findings,the FCC may perform the following
actions:

e Deem the MLRO to be fitand properto perform theirrole;
e Requestfurther information;
e Orderthe following follow-up actions:

Reject the proposed MLRO and the appointment of a better qualified and fit MLRO

Request MLRO to undertake further training

Requestchangesto policies

Request follow-up interviews;

e Informthe FIAU of a deficiency/red flag, update the risk score and/or file an STR.
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Figure 3 - Actions with respect to applicant MLROs
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As shown in the table above, the MFSA requested an MLRO substitution from 16 licence applicants
throughout 2019, and that figure increased to 29 in 2020. In such cases, licence holders are obliged to
seek out more qualified staff to undertake the role.

The MFSA also requested 15 MLROs in 2020 toundergo further training as part of the licence conditions.
In such cases, the FCC would include such findingswithin their own KRI models, which would then feed
into the risk model which, depending on the severity, could trigger an (a) end-to-end AML/CFT onsite
inspection; (b) aprudential/conduct onsite with an element of AML/CFT; (c) a follow-up MLRO interview
or (d) an offsite review to ensure adherence with licence conditions.

To assist MLROs in the performance of their function and to support prospective MLRO applications to
the regulated sector, the MFSA has issued a Guidance paper titled, “What is the role of the Money
Laundering Reporting Officer?"®

The Guidance paperassists prospective and current MLROs in understanding the level of commitment
and engagement they must give in order to succeed in their role. Notably, the paper also clarifies the
personal liability that a MLRO has in Malta, as strengthened in the PMLFTR.

8 https://www.mfsa.mt/wp-content/uploads/2020/07/Guidance-Paper-on-What-is-a-Money-Laundering-
Reporting-Officer.pdf
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3.2 Supervision

3.21 Inteqgration of AML/CFT into Prudential Supervision

The main AML/CFT supervision of financial institutions is led by the FIAU. As the supervisory authority in
charge of conducting AML/CFT examinations on the financial sector as an agentof the FIAU, the MFSA's
role in AML/CFT supervision is defined by the PMLFTRs,and an MoU signed with the FIAU, whereby the
MFSA’s FCC function performs AML/CFT supervisory examinations, using the FIAU’s risk-based
methodology, as well as examination formats.

However, the MFSA's supervisory duties as a prudential and conduct regulator have been extended as a
result of the implementation of the 2019 AML/CFT Strategy, which saw an element of AML/CFT being
integrated into prudential supervision, over and above the MFSA's role as an agentof the FIAU.

These additional interactions have significantly driven up the coverage of AML/CFT supervision,and act
as a trigger for more in-depth supervisory action. In this manner, prudential and conduct supervision
helps in detecting potential AML/CFT deficiencies and therefore there is a holistic approach to
supervision of financial institutions. Outcomes and knowledge fromthese inspections are logged by the
FCC, and fed back into the FIAU's risk scoring system. Prudential supervisory interactions have become
a tool to predict weaknesses and deficiencies on a more frequent basis, and also drives risk
understanding due to the volumes of subject persons being visited, and the dissemination of
information among regulators.

From March 2020, the MFSA’s prudential and conduct on-site inspections include significant AML/CFT
elements.Exceptwhere adedicated AML/CFT examination has recently occurred, the MFSA’s prudential
and conduct onsite supervision includes standard checks inter alia:

o Interviews with MLRO/Designated Persons/Compliance Officer on knowledge of AML/CFT
and of internal procedures, risks and controls;

o Interviews with the Board of Directors to ensure that governance structures cater for
AML/CFT risks;
. The existence and implementation of risk-based methodology, including the

implementation of the Business Risk Assessment, Customer Risk Assessment, and Customer
Acceptance Policy;

. Sanctions monitoring;
o Transaction monitoring system;
o In certain thematic inspections, areview of clientfiles to ascertain adequate implementation

of risk, customer due diligence and record-keeping.
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Based on annual returns submitted by each licensed entity, the MFSA undertakes business model
analysis aswell as business/clientrisk analysis as part of its offsite supervisory work. The findings from the
review of the returns are included within the MFSA ISRS, which will be discussed below. Targeted
prudential on-sites may focus on business model/clientrisk, followed by an assessment of the adequacy
of the Business Risk Assessment, Customer Acceptance Policy,and the adequacy of controls in place and
governance. Therefore, the size and complexity of a business, and the sector(s) in which it operates,
combined with the size, experience and expertise, as well as the systems in place that make up the
controls framework of a firm, drive the relevant supervisory interactions. These could include mandatory
and frequent data reporting, an AML/CFT onsite inspection, a prude ntial onsite/offsite inspection with
an element of AML/CFT, or work relating to a specific area (such as for example, beneficial ownership
information in the context of record keeping obligations).

Whenever the MFSA or the FIAU performs an inspection, each party will inform the other immediately
as soon as potential systemic issues of eitheran AML/CFT or a prudential nature are communicated by
either supervisor, as opposed to waiting until the conclusion of the examination or the determination of
an outcome. This process allows the MFSA and FIAU to:

e Share resources and findings whenever systemic issues are detected at the earliest possible
stage; and

e Allow for quick, coordinated and immediate action to be taken by both authorities where
necessary.

Should the MFSA detect deficienciesas part of its prudential inspections,it may impose remedial action
such as:

Requiring the entity to undergo specific remediation plans with regular reporting to the
Authority;

e Requesting changestodocumentation, including policiesand procedures;
e Requesting an MLRO substitution or further training to the MLRO or senior management;

e Raising ared flag to the FIAU, leading toachange in risk rating of the entity, or following up with
a specific AML/CFT inspection;and

e Directing the firm to limit or stop the operation of high-risk elements of the business, at least
until the controls are adequately improved.

Following every onsite inspection, wrap-up meetings are held between the supervisory functions and
the FCC to exchange information gathered promptly and to follow up with the FIAU if necessary.
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3.2.2 |Integrating AML/CFT into Sectoral Risk

Each of the MFSA Prudential units have their own SRMs that are used to rate the level of risk associated
with each entity within the respective supervisory sector. These have been updated to include an
AML/CFT risk element, to generate the MFSAISRS. The ISRSis aligned tothe NRA and the supplementary
sectoral AML/CFT risk profile developed by the MFSA attributes a higherweighted score for AML/CFT to
sectors such as Banking, TCSPs, Virtual Financial Assets and Financial Institutions.

The underlying AML/CFT element is based on FIAU CASPAR risk score. Apart from AML/CFT, the ISRS
implements international standards by sector (for example, the European Banking Authority risk rating
methodology is used for Credit and Financial Institutions) and includes prudential elements such as
conduct risk; effectiveness of governance and risk management practices; cyber risk; adverse
reputational impact fromexposure to non-reputable jurisdictions, profitability, capital, creditand market
risk, and criticality of services offered.

The FCCalso uses a newly developed KRI Dashboard to log the following:

ML/FT vulnerabilities detected from MFSA prudential/conduct supervisory work;

Anyinformation on regulated entities passed onto it by the FIAU;

Outcomes from MLRO interviews;and

Questionnaires distributed by FCC.

These ISRS and KRI outcomes are currently used to drive all MFSA prudential supervisory programmes.
Licensed firms are subject to prudential/conduct supervisory inspections, and which include an
AML/CFT component. Therefore, depth and frequency of a prudential/conduct visit with an AML/CFT
componentdependson the Integrated Risk Score, FCC's KRI Dashboard,and whetherithas already been
subject to an FIAU/FCC compliance visit. Thishas increased the scope and breadth of AML/CFT checks
on licence holders.

As a result, once deficiencies are identified, these are communicated to the FCC and the FIAU, and
actions may be triggered, such as a follow-up inspection by the FCC/FIAU, a supervisory meeting, or
directivesto replace or provide additional training to the MLRO.
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Chapter 4 — VFA Supervision

Malta has taken immediate action to introduce regulationsin relation to new innovative sectors that are
likely to pose significant ML/FT risks. In November 2018,a framework for the regulation of Virtual Asset
Service Providers was introduced through the enactment of the Virtual Financial Assets Act (Cap. 590 of
the Laws of Malta).® Thisnew framework regulates persons providing servicesin relation to virtual assets,
including custodians, crypto exchanges (inclusive of VFA-to-VFA, fiat-to-VFA and VFA-to-fiat
transactions), brokerage and portfolio management, and also covers issuers of VFAs during their initial
offering. The law also created the concept of a VFA Agent, which acts as an introducer to virtual asset
business into the country. Notably, issuers of virtual assets, service providers, as well as VFA Agents are
considered subject persons, and therefore fully subject to AML/CFT obligationsand supervision by the
FIAU, as well as licencing and prudential supervision by the MFSA. This goes beyond the requirements
of the 5th Anti-Money Laundering Directive, in order to ensure that this new, high risk business sector is
subject to a high level of controls, both in terms of market entry,and in terms of supervision.

During the licensing stage, persons or entities in this sector are subject to enhanced fitness and propriety
checks, as well as review of policies, proceduresand systems in place, and ensuring the required levels
of governance. The MFSA coordinates closely with the FIAU even during licensing stage, and the
authorities conduct mandatory interviews of all MLROs to ensure their competencyin the sector.

The strict standards imposed by the MFSA's regulatory regime for VFA Service Providers has proven to
be effective in acting as a filterand ensuring that only serious market players with a strong compliance
framework are actually presentin Malta. VFA Service Provider applications currently account for a 35%
rejection rate.

Figure 7 - VFA Landscape as at May 2021

® Authorised Undergoing authorisation process ® Withdrawn application

9 https://leqislation.mt/eli/cap/590/eng/pdf
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The VFA Framework itself has embedded requirements thatenhance the AML/CFT regime in Malta, such
as the prohibition of services in relation to VFAs which have in-built anonymisation functions which
preventthe licence holder fromidentifying the holderand the transaction history of VFAs. The MFSA has
also procured blockchain analytical tools which allow it to monitor transactions undertaken by licence
holders.

The results of a Sectoral Risk Assessment commissioned by the NCC have also been published,*® and
communicated through outreach initiatives.

The MFSA has ensured that companies operating under the transitory regime were subject to
supervision even during authorisation, with a risk rating exercise having been undertaken for all VFA
Service Providers togetherwith the FIAU. Therisk rating exercise in this transitory phase considered six
risk classes: governance, shareholding, the business scope, client category and services offered, the
competence, integrity and fitness and propriety of beneficial owners, shareholders and senior
management, clientrisk and activity levels as well as AML/CFT controls in place.

On-site inspections were performed on all high-risk entities. The results of these on-site inspections
informed the MFSA on the ML/FT and prudential risks of these VASPs, and also contributed to the overall
decision-making process for the licence application.

Figure 8 — VASP Risk Model and No. of Onsite Inspections

VASPs anorisation
High Risk 9 9
Medium Risk 13 7
Low Risk 1 7
TOTAL 23 9

Supervision of VASPs during the transitory period included the following checks:

° Firm’s risk appetite;

Business risk assessment;

o Restrictions imposed on high-risk clients;

AML/CFT risk and internal controls;

10 http://www.ncc.gov.mt/aml-cft-reports/
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o Suitability and competence of Directors, MLRO, Compliance Officer and Information
Security Officer;

o Direct responsibility for reviewing clientfiles;

o Details around the transaction monitoring system and officer responsibility;

o The financial crime risk arising in the target markets/jurisdictions of operation;

. Customer Risk Assessment, and whether thisis automated;

o Deposit and withdrawal screening;

o Staff training;

o STR reporting;

o Documented AML/CFT procedures;and

o Plans on the implementation of the Travel Rule (once this comes into force).

The MFSA initiated an exercise in order to ascertain that all VFA Service Providers which had originally
notified the Authority of their intention to operate within the transitory period, had either submitted a
Letter of Intent, or otherwise submitted a notification with a declaration of their cessation of operations.
Enforcementaction was taken in order to ensure that unresponsive firms were no longer providing their
services in or from within Malta, which would now be deemed to beillegal.

A document indicating the supervisory outcomes from VASP supervision, as well as the ongoing
developmentsin regulation of the sector has been published. This documentalso mentionsthe ongaing
prioritiesfor 2021,including the implementation of the FATF Travel Rule and staying up to date with the
proposal for a Regulation by the European Commission on Markets in Crypto-assets (MiCA).*

Whilst throughout 2020 the focus was to ensure that operators under the transitory period acquire their
full licence to operate, in 2021 the focus has shifted towards supervision, with 10 supervisory inspections
planned, as well as offsite work which includes the issue and analysis of supervisory questionnaires, a
review of rulebook deliverables, mandatory interviews of Compliance Officers and MLROs, and usage of
the afore-mentioned blockchain analysis tool. In fact, between December 2020 and March 2021, the
MFSA has already taken enforcement action in the form of restriction directives against two Class 4
Virtual Financial Asset prospective licensees, due to a belief by the MFSA of their inability to meet the
requirements emerging from the rulebooks. The restriction directive prohibits the companies from
onboarding new clients.

11 https.//www.mfsa.mt/wp-content/uploads/2020/12/The-Nature-and-Art-of-Financial-Supervision-Volume-I-
Virtual-Financial-Assets.pdf

Page 29 of 36


https://www.mfsa.mt/wp-content/uploads/2020/12/The-Nature-and-Art-of-Financial-Supervision-Volume-II-Virtual-Financial-Assets.pdf
https://www.mfsa.mt/wp-content/uploads/2020/12/The-Nature-and-Art-of-Financial-Supervision-Volume-II-Virtual-Financial-Assets.pdf

AML/CFT Strategy — An Update

Chapter 5 - Availability and Accuracy of Beneficial
Ownership Information

TUBOR

One of the main systems implemented by the MFSA to comply with the requirements of the 4™ Anti-
Money Laundering Directive,and as subsequently amended by the 5" Anti-Money Laundering Directive,
is the creation and maintenance of the Trusts Ultimate Beneficial Ownership Register (TUBOR).

TUBORIs the national register for legal arrangements, and which complements the other two beneficial
owner registers held by the Malta Business Registry, namely the beneficial ownership register for
companies, and the beneficial ownership register for legal persons.

TUBOR was first put in place in June 2018, and was fully populated with all trusts which generated tax
consequences (which numbered 300 in 2018),in line with the 4" Anti-Money Laundering Directive.
However by February 2020, this was updated to include all trusts (numbering 3558),including foreign
law trusts administered by trustees in Malta, to come in line with the changesintroduced by the 5% Anti-
Money Laundering Directive. TUBOR is made available to all authorities in Malta, including the FIAU and
the Police as well as subject persons in terms of the Prevention of Money Laundering and Financing of
Terrorism Regulations, to the extent permitted by law, and access has also been further extended
following the transposition of the 5" Anti-Money Laundering Directive. The beneficial ownership
information of 3,558 trusts is now located in a centralised register,which information is verified, held and
maintained by the MFSA.

The MFSA undertakes various methodsto ensure that the dataon the registerisaccurate and up to date
and hasalso taken enforcementaction for various breachesrelating toreporting of beneficial ownership.

The Maltese authorities implement a multi-pronged approach to verifying beneficial ownership
information, comprising the following:

o using the registry approach (i.e. beneficial ownership information accessible in a central
register);

o the company approach (i.e. obtaining beneficial ownership information fromthe company
itself);and

. the existing information approach (i.e. obtaining beneficial ownership information from

subject persons[e.g. financial institutions, TCSPs etc] and other competent authorities).

Therefore, there has been a strengthening of the measures to ensure that competent authorities are
able to access information on beneficial ownership through different sources. Through the verification
of information, which is confirmed by cross-checking across the differentsources, the accuracy has now
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become highly reliable. Any discrepancies in the beneficial ownership which are identified in the
registersare required to be reported.

The MFSA verifies the beneficial ownership information that it receives in relation to TUBOR, which
includes details of the settlor, beneficiary and the protector and the trustee itself. The exercise includes
data validation, verification of identity details and more in-depth checks are performed in the case of
complex structures and/or where the trust is associated with high-risk jurisdictions.

Trustees are required tofile annual declarations for nil changes, orimmediate submission of any changes
to thereported data.

The MFSA also performsthematic inspections on its trustees, targeted to verify UBO information held by
the trustees. This is performed via a risk-based approach. The outcomes of inspections carried out in
2019 were published in a circular*?, and further inspections of this nature were carried out in 2020 and
scheduled for 2021. Where breacheswere significant,the MFSA has taken enforcementaction against
the trustees — two sanctions issued in 2020 against trustees amounted to a total of €30,0001in penalties.
Up until 2020, the MFSA had performed supervision on trustees representing 69% of the entire sectorin
Malta, carrying out 7 on-site inspectionsin 2019, and an additional 21 in 2020.

Other Initiativeson Beneficial Owner Information

The MFSA has also undertaken additional initiatives which together result in more accurate beneficia
ownership information held by TCSPs, both in relation to trusts as well as companies. These include:

o An amendment of the Company Services Providers Act, which sees the extension of the
authorisation and supervision requirement to a cover all Company Service Providers, and
removal of exemptionsapplicable to lawyers and accountants, and small operators;

. Outreach to Trustees as well as to Competent Authorities and Subject Personsin relation to
TUBOR;
o Outreach to Trustees and Company Service Providers on the result of a Sectoral Risk

Assessment in relation to legal personsand legal arrangements;

o A significantincrease in outreach on financial crime risk mitigation; and

o A new MoU with the Malta Business Registry signed in 2020 to cooperate in the regulation
of TCSPs and maintenance of the beneficial ownership registers.

12 https.//www.mfsa.mt/wp-content/uploads/2019/10/Circular-Thematic-TUBOR pdf
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Chapter 6 - Company Service Providers

Since 2019, the MFSA has been working on a review of the regime regulating CSPs, starting with a
consultation document?® published in October 2019, which set out various proposals as to how the
regulatory framework could be updated to meet the applicable MONEYVAL recommendation on the
same. Subsequently, a feedback statement™ was published, setting out the key results from the
consultation.

The legislative changes were passed via an Act of Parliament on 13 November 2020, removing the
previous exemptions and introducing a provisional authorisation regime intended to streamline the
pace by which the MFSA would authorise hundreds of previously exempt CSPs, as well as different
classes, and ‘under threshold’ classes intended to distinguish between smaller and larger set-ups in
terms of the obligationsimposed. The new regime came into force on 16 March 2021.

Essentially, the new framework covers lawyers, accountants and notarieswho previously carried out CSP
activities without requiring a CSP authorisation, as well as individuals previously exempt by virtue of the
fact that they hold under ten directorships/company secretarial positions.

In conjunction with the new framework, the MFSA also published anew rulebook® which sets out the
regulations applicable from the authorisations stage, to ongoing monitoring, and inter alia, the
following:

e Prior approval and reporting requirements;
e Financial resources requirements;

e Insurance requirements,

e (Governance;

e Risk management;

o Compliance;

e Qutsourcing;

e Conduct of Business; and

e Record keeping.

At the same time, the FIAU also published the Implementing Procedures Part 1%, focusing solely on CSPs,
and which complement the general provisions of Part I'". The Implementing Procedures are legally
binding, and the new Part Il applicable exclusively to CSPs not only provides rules which must be
followed by CSPsin the mannerin whichthey carry out customer due diligence, the risk-based approach,
and ongoing monitoring, but also a number of typologies which CSPs can follow as examples.

Newly formalised cooperation with the Malta Business Registry also allows for continuous monitoring
and exchange of information whenever unauthorised CSPs attempt to perform CSP activities without
the requisite authorisation issued by the MFSA.

In order to inform the general public of the change in laws, the MFSA undertook a marketing campaign
in order to educate the public, as well as industry stakeholders about the changes. Furthermore, the

13 https:.//www.mfsa.mt/wp-content/uploads/2019/10/20191017 CSPconsultation_final-.pdf

14 https:.//www.mfsa.mt/wp-content/uploads/2020/04/Feedback-Statement-on-Consultation-Document-
regarding-Raising-the-Bar-for-Company-Service-Providers.pdf

15 https://www.mfsa.mt/wp-content/uploads/2021/03/Company-Service-Providers-Rulebook.pdf

16 https://fiaumalta.org/wp-content/uploads/2020/12/FIAU _IPs-Part2-CSPs-FINAL-Version.pdf

17 https://fiaumalta.org/wp-content/uploads/2020/09/20200925 Implementing-Procedures-Part-1.pdf
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AML/CFT Strategy — An Update

MFSA organised two sessions of a half-day webinars, and both sessions were fully booked, with a
recording available for everyone else to refer to. The MFSA also participated in a large number of third
party organised online conferences and webinars, as well as television programmes. This broad and
extensive industry outreach, togetherwith detailed guidance notes and FAQs made available, ensured

industry awareness.
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Chapter 7 - Data & Technology

To further improve its supervisory effectiveness,the MFSA is undertaking a number of technology and
data-related projects. A new Data Management and Business Intelligence Function has been
established, recognising the importance of data management, data governance and enhancing data
guality and business intelligence across the whole organisation to deliver data-driven supervision. New
data management platforms and business intelligence tools will automate certain parts of the
supervisory process and allow for advanced analytics.

Technology projectsundertaken in 2019 include:
1. Interfacing with Governmentdatabases,including the MBR's Beneficial Ownership Register;and

2. Implementation of and interfacing with new third-party software for enhanced due diligence.

The MFSA's Strategic Plan'®, published in September 2019, set out its plans for extensive technological
investment through to 2021. The most important projects being managed by a dedicated project
managementand quality assurance team during the period between 2019 until 2021 are the following:

e The Supervisory Cycle Management System (SCMS);

The SCMSisbeing designedtoreplace the suite of internal systems currently in use by the MFSA.
The SCMS is custom-built to the MFSA’s specifications, which will consolidate all supervisory
data, and coordinate all authorisations and supervisory workflows and enhancing workflow
management. The timely implementation of the SCMS will include the execution and
management of its risk-based approach to supervision, it will streamline authorisations
processes, automate activity and facilitate online regulatory returns and reporting.

e An Enterprise Data Warehouse, Business Intelligence Layer and Records Management
Architecture;

This complements the SCMS in that it will allow for a single repository of data which may be
readily queried, allowing for enhanced analytics,increased data quality and integrity, operationa
intelligence, allowing MFSA staff to operate on the basis of readily available data in an efficient
and effective system. The tool will be able to generate Management Information dashboards
covering all supervised sectors.

Once implemented, these tools will help the MFSA execute its risk-based supervisory model
more efficiently.

18 https.//www.mfsa.mt/wp-content/uploads/2019/09/MFSA-Strateqic-Plan.pdf
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Conclusion

As is apparent from the measures outlined above, the MFSA is highly committed to developing and
embedding best practices in deterring financial crime throughout the industry that it regulates and
internally in its organisation. The importance that it places on effective measures to reduce the risk of
AML/CTFin thejurisdiction are reflected at every stage of the supervisory life-cycle.

Thiscommitment has become fully integrated in its supervisory policy and approach as it continues to
identify areas where it can strengthen its practices through engagement with other supervisory
authorities, through participation in the international community and through an ongoing process of
organisational challenge and development.

The MFSA is determined to play its part to support the jurisdiction in achieving recognition as a
responsible and respected member of the international community.
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