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Prerequisites

During the registration process the user is required to insert these details:

Email address

Name

Surname

ID or passport or residential card or driving license number

A copy of the identification document in PDF format

Prior registration process, the user must ensure that the following are in place:

Access to the email address which is to be used for the registration process

A scanned copy of the identification document in PDF format

Access to an authenticator app installed on the mobile phone. The user can make use
of any authenticator app given that it can scan QR codes. If not already installed, user
can install any authenticator app from GooglePlay Store or Apple AppStore. Example of
such apps are Google or Microsoft Authenticator.
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Authentication

1) Click onthe Log In located top right corner

2) If the user already has TUBOR credentials (email address and password) he/ she should use
these to authenticate. If this is a new user, refer to the registration section

3) Insert email address and password

4) Click on Sign inbutton

Sign in with your existing account

Email Address

MFSA - Malta Financial

5) User is then redirected to one of the following screens accordingly:
a) If useris signing in for the first time, using the updated authentication process, he/ she
must configure two-factorauthentication as follows:
i) User should be redirected to the two-step verification screen
ii) Open authenticatorapp on mobile phone
i) Onthe authenticatorapp:
(1) Select to add a new account
(2) Scan the provided QR code on TUBOR portal
(3) A new account should be created on authenticator app and user is provided
with a verification code
Iv) Insert the verification code in the provided text box on TUBOR portal
v) Click Continue button
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Configure Two Factor Authentication

3. Following the scanning of the barcede, you will be provided with a one-time passcod

MFSA - Malta Finane

b) Orif user hasalready configured two-factor authentication:
I) User should be redirected to the insert verification code screen
ii) Open authenticatorapp on mobile phone
i) Locatethe accounton authenticator app and insert the respective verification code
in the provided text box on TUBOR portal
iv) Click Continue button

Authentication

Enter the verification code

099473

If you lost access fo the authenticator app, you can reconfigure this from here

MFSA - Malta Financial Services Au [Build Version: 2.0.0.0]

6) User is authenticated and redirected to the home page.
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Forgot Password

If user is trying to authenticate to TUBOR portal however he/ she cannot remember the
password, this can be reset as follows:

1) Click on the Log In located top right corner
2) Click on Forgot your password? link
3) Insert email address in the provided text box

4) Click on Send verification code button

Reset Password

Verification is necessary. Please click Send button
Email Address

joebloggs1295@gmail com|

‘Send verification code

MFSA - Malta Financial Services Authol [Build Version: 2.0.0.0]

5) User should receive a verification code via email
6) Insert verification code in the text box provided
7) Click on Verify code button

8) Click on Continue button

Reset Password

Verffication code has been sent to your inbox. Please copy it to the input box below
Email Address

joebloggs1295@gmail.com
Verification code

056930]

3 I

MFSA - Malta Financial Services Authc

9) Insert the new password and confirm new passwordin the text boxes provided
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10) Click on Continue button

Reset Password

New Password

MFSA - Malta Financial Services Authority [Build Version: 2.0.0.0]

11) User is then redirected to one of the following screens accordingly:
a) If the user has not configured two-factor authentication:
i) User should be redirected to the two-step verification screen
ii) Open authenticatorapp on mobile phone
i) Onthe authenticatorapp:
(1) Select to add a new account
(2) Scan the provided QR code on TUBOR portal
(3) A new account should be created on authenticator app and user is provided
with a verification code
Iv) Insert the verification code in the provided text box on TUBOR portal
v) Click Continue button

Configure Two Factor Authentication

3. Following the scanning of the barcode, you will be provided with a one-time passcods

MFSA - Malla Financi

b) If user already configured two-factorauthentication:
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i) User should be redirected to the insert verification code screen

ii) Open authenticatorapp on mobile phone

i) Locatethe accounton authenticator app and insert the respective verification code
in the provided text box on TUBOR portal

Iv) Click Continue button

Authentication

Enter the verification code

099473

If you lost access to the authenticator app, you can reconfigure this from here

MFSA - Malta Financial Services Authority © 202 [Build Version: 2.0.0.0]

12) User should be authenticated to TUBOR portal and password reset
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Registration

Click on the Register link located top right corner

User should insert his/ her email address and verify it as follows:

a) Click on the Send verification code button

b) User should receive a verification code via email

¢) Insert verification code in the text box provided

d) Click on Verify code button

User should insert these details: new password, confirm new password, name, surname,
document type and official identification document number

Click on Create button

Create an account

User should be redirected to the two-step verification screen

Open authenticatorapp on mobile phone

On the authenticatorapp:

a) Selecttoadd a new account

b) Scan the provided QR code on TUBOR portal

¢) A new account should be created on authenticator app and user is provided with a
verification code

Insert the verification code in the provided text box on TUBOR portal

Click Continue button
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Configure Two Factor Authentication

Follow instructions below to setup two-step verification

1. Install an authenticator app on your mobile phone (Links below)

.’ App Store ’ Google Play

2. Following installation, access the authenticator app and click on the add {plus sign) or add account. Scan the following

3. Following the scanning of the barcode, you will be provided with a one-time passcods, insert this below

Please provide the follawing details
Enter the verification code

231910]

MFSA - Malta Financi:

10) User should now be redirected to the Register — Part Il screen
11) User should attacha copy of the identification document in the provided test box

)
)
12) User should select the Applicant type from the provided dropdown list
13) User check the Agree checkbox

)

14) Click on Register button
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Create an account - Part Il

Email
joebloggs1295@gmail.com

Name
Joe

Surname
Bloggs

Document Type
ID CARD v

Official Identification Document No
123456M

Attach a copy of Identification Document

Select files. .
lest pdt

* Kindly attach only ONE document.
NOTE:

Choose Director if you would like to Submit an online declaration of trust beneficial ownership

Choose Subject Person if you would like to request access to beneficial ownership information of trusts
Choose Competent Authority if you are a representative of a competent authority and would like to
request access to beneficial ownership information of trusts

App"cant DIRECTOR v
Type

Trustee already registered — | have a code
* | want to create a new trustee account

Trustee Id

Trustee
Name

L
| hereby confirm that the searches being carried out on the Register of Beneficial
Owners of Trusts are solely for the purpose of carrying out customer due diligence in
accordance with the Prevention of Money Laundering an Funding of Terrorism
Regulations, and that any processing of personal data shall be conducted in
accordance with Regulation (EU) 2016/679 (General Data Protection Regulation), the
Data Protection Act (Chapter 586 of the Laws of Malta) and any other relevant
European Union and national law.
Kindly note that in terms of Regulation & (1)(b) of the Trusts and Trustees Act
(Register of Beneficial Owners) Regulations, the Authority may request the
submission of (i)an engagement letter engaging the subject person; or (ii)a power of
attorney, licence, warrant or other evidence of the function of the subject person; or
J)a declaration that the purpose of the enquiry relates to the duties of the subject
person or alternatively the basis of such request; or (ivjany other document which the
Authority may deem necessary.

=

Agree

15) User should be authenticated and redirected to the home screen
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Reconfigure Two-Factor Authentication

If user lost access to his/ her authenticatorapp or perhaps is changing his/ her mobile phone.
The user should make use of this functionality to reconfigure the two-factor authentication.

1) Clickonthe Log In located top right corner
2) Insert email address and password

3) ClickonSignin

Sign in with your existing account

Email Address

joebloggs1295@gmail.com

Password

MFSA - Malta Financial Services [Build Version: 2.0.0.0]

4) User should now be redirected to the verification code screen
5) Clickon thelfyoulostaccess to the authenticator app, you can reconfigure thisfrom here
link

Authentication

Enter the verification code

099473

If you lost access to the authenticator app, you can reconfigure this from here

MFSA - Malta Financi

6) User should be redirected to the Reset Two Factor Authentication screen
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7)

8) Click on the Send verification code button

9

10) Insert verification code in the text box provided

Insert email address

User should receive a verification code via email

11) Click on Verify code button

Reset Two Factor Authentication

Verification code has been sent to your inbox. Please copy it to the input box below.
Email Address

joebloggs1295@gmail com
Verification code

005277

MFSA - Malta Financial Services Autho

12) Click on the Continue button
13) And then user should be redirected to the home screen

)
)
14) Click on the Log In located top right corner
15) Insert email address and password

)

16) Click on Sign in

Sign in with your existing account

Email Address

joebloggs1295@gmail.com

MFSA - Malta Financial Services Authority © 2021

17) User should now be redirected to the two-step verification screen
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18) Open authenticatorapp on mobile phone
19) On the authenticatorapp:
a) Select to add a new account
b) Scan the provided QR code on TUBOR portal
¢) A new accountshould be created on authenticator app and user is provided with a
verification code
20) Insert the verification code in the provided text box on TUBOR portal
21) Click Continue button

Configure Two Factor Authentication

Follow instrucfions below to setup two-step verification

1. Install an authenticator app on your mobile phone (Links below)

.’AppStore ’Googlzplay

2. Following installation, access the authenticator app and click on the add (plus sign) or add account. Scan the following

3. Following the seanning of the barcode, you will be provided with  one-time passcode, insert this below

Please provide the following details.
Enter the verification code

231810|

MFSA - Malta Financi

22) User should now be authenticated and redirected to the home screen
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Change Password

1) Clickonthe HelloJoe! link next to the Log off link, top right corner
2) Click on the Change your password link

TUBOR Home About Declaration ~

Annual Declarations = Online R ster

Manage.

Change your account settings

Password: [ Change your password ]
Trustee Id:  b40b721a-f4bl-4b04-af40-a8c0e2b5d3

IMFSA - Malta Financial Services Authority © 2021

[Build Version: 2.0.0.0]

3) Insert email address in the provided text box
4) Click on Send verification code button

Reset Password

Verification is necessary. Please click Send button.
Email Address

joebloggs1295@gmail.com|

Send verification code

MFSA - Malta Financial Services Autho

[Build Version: 2.0.0.0]

User should receive a verification code via email

)
6) Insert verification code in the text box provided
) Click on Verify code button

)

Click on Continue button
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Reset Password

Verification code has been sent to your inbox. Please copy it to the input box below:
Email Address

joebloggs1295@gmail com
Verification code

056930|

9) Insert the new password and confirm new passwordin the text boxes provided
10) Click on Continue button

Reset Password

New Password

MFSA - Malta Financial Services Authe [Build Version: 2.0.0.0]

11) User should be redirected to the insert verification code screen

12) Open authenticatorapp on mobile phone

13) Locate the account on authenticatorapp and insert the respective verification code in the
provided text box on TUBOR portal

14) Click Continue button
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Authentication

Enter the verification code

099473

I you lost access to the authenticator app, you can reconfigure this from here

MFSA - Malta Financial Services Aul 2 [Build Version: 2.0.0.0]

15) User password should be updated
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Log Off

1) Click onthe Log off link located top right corner

§§ TUBOR

TRUSTS ULTIMATE BENEFICIAL OWNERSHIP REGISTER

-
4

Submit Declaration Search Trusts

Go To Declaration Form ©@ Go To Online Register @

The MFSA ensures that any processing of personal data is conducted in accordance with Regulation (EU) 2016/679 (General Data Protection Regulation), the Data Protection Act
(Chapter 586 of the Laws of Malta) and any other relevant Europsan Union and national law.

2) The usershould be logged off from his/ her account
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