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FOREWORD

COVID has been a
difficult time for all
countries and Malta has
been no exception.

The Government has dug deep to support
citizens and businesses alike during these
unprecedented times, offering wage support,
additional social benefits and tax cuts. As Finance
Minister, | am pleased to sustain this support
programme: preserving the foundations of our
economy will enable us to bounce back quickly
after the pandemic is defeated.

We now begin 2021 with cautious optimism: the
inoculation of our population provides a light at
the end of the tunnel, promising a resumption in
normal life soon. But our future prosperity cannot
just depend on handouts and a return to ‘normal’
post-crisis. Our ultimate goal is to continue
building a diversified economy that welcomes
entrepreneurs, supports innovation, and sustains
highly skilled and well-paid jobs for all.

In this last respect, the Government laid the
foundations for a stronger economy with its
innovative employment policies back in 2014. We
pioneered the introduction of free childcare and
school breakfast clubs to increase female
participation in the workforce, as well as tapered
social benefits to support low wage earners and
‘make work pay'. These policies were highly
effective in reducing unemployment and
boosting economic growth which in turn have
helped our country to weather well the crisis
brought about by the global pandemic.

Now we must take stock of our employment
policies and address the new challenges that
have emerged.

We are determined to continue supporting

and sustaining the increase in the female
participation and persons with disabilities in the
workforce. We must also address the prevalent
skills gap in Malta and the need for wage
increases backed by increases in productivity in
certain sectors . That is why, late last month, |
announced a consultation process with a view to
unveiling a new employment policy by October
this year, and | encourage all stakeholders
including the business community to participate
in this consultation.

A healthy, diversified economy must also
embrace sound regulation and the rule of law.
The recent Moneyval report highlighted areas for
improvement in our ability to fight financial
crime. | am proud that significant progress has
been made in this regard, in spite of the
considerable upheaval caused by Covid, and its
impact on our Courts, law enforcement and
regulatory capabilities. | am particularly pleased
that our financial watchdogs have sustained and
enhanced their mission during difficult times.

The MFSA's December dashboard shows the
Authority almost doubled inspections and
examinations in 2020, leading to a jump in
enforcement actions and fines, and underscoring
the returns we are seeing from the sustained
investment in capacity building and training.

Meanwhile, Malta's Centralised Bank Account
Registry is up and running, overseen by the FIAU.
The Authority has also successfully implemented
its goAML platform. Together, these tools will
increase the regulator’s ability to fight financial
crime including money laundering.

Let us not rest on our laurels. There is plenty more
work to be done if we are to rebuild back better
our economy, stabilise our finances, and secure
the prosperity of future generations of Maltese to
come. | look forward to sharing our strategy for
achieving these goals in the near future.



The FIAU and MFSA have both issued new guidance ahead of the

coming into force of Act L of 2020, which amends the Company
Service Providers Act.
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Malta's CBAR
registry

goes live,
speeding up
financial
INnvestigations in
another AML
LOoOSt

Malta’s Centralised Bank Account Registry or CBAR is now
up and running. The registry was developed by the FIAU as
a tool to assist the fight against financial crime. CBAR lists
all IBAN accounts, issued by Maltese credit and financial
institutions. In addition, any institutions providing safe
custody services and safe deposit boxes are also to register
these in the system. IBAN, or international bank account
numbers, are used when making or receiving payments.

Previously, the FIAU would manually request account
information from individual banks in a labour-intensive
exercise that took days to complete. In 2020 the FIAU sent out
more than 10,000 manual requests for account information to
banks as the authority stepped up anti-money laundering
investigations. In addition to the FIAU that is already making
use of CBAR, in the coming weeks, tax authorities, law
enforcement and other competent bodies will also be
granted access to the new registry for accurate and
up-to-date financial data in a matter of seconds, greatly
speeding up investigations.

The successful launch of CBAR in the space of less than a year
is due to intense work by the FIAU and the close collaboration
with the credit and financial institutions in Malta, therefore
helping to overcome a demanding implementation
timeframe in the midst of the pandemic. During this period,
the FIAU held a series of webinars for financial institutions in
order to help them prepare for the launch of the registry and
better understand their obligations in terms of data provision.
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“The Nature and
Art of Financial
Supervision™:
MFSA unveils
new reports on
supervision and
effective risk

management

The MFSA has published the first
two papers in a series of
sector-specific publications from
its Supervision Directorate. The
papers describe how the
Authority regulates and
supervises the Maltese banking
sector, specifically credit
institutions, as well as Virtual
Financial Agents.

The papers, designed for service
providers, offer an overview of
supervisory work conducted over
the past year and identify the
main findings and risks present.
Moreover, institutions are invited
to use the publication as
guidance and conduct a
self-assessment exercise in order
to benchmark themselves
against the recommendations
being made and subsequently
address any weaknesses
identified, as appropriate.

Both documents also set out
areas of focus for the supervision
of each sector, which will also be
used in the annual Supervisory
Review of banks and VFAs to
deliver improvements in their
risk management.

The series will continue into 2021
with additional publications on
other subsectors.
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FIAU ramps up
resources for 2021

The FIAU plans to make further increases to its
headcount to reach just over 150 by the end of 2021, as
well as to continue to invest in the necessary IT tools,
resources and staff development and training. More
staff enables more inspections and compliance
reviews, which are already bearing fruit. The
outcomes of this investment have been clearly
reflected in both supervision and enforcement
activities. In 2020, the FIAU issued numerous
administrative measures including, among others, 20
administrative penalties from compliance reviews to
the tune of EUR 3.8 million across all supervised
subject persons. Apart from administrative penalties
the FIAU also takes other administrative measures
and has, in 2020, imposed a total of 30 remediation
directives on subject persons to take remedial actions
for the breaches identified. Furthermore, penalties
totalling approximately EUR 860,000 were issued in
relation to failings by subject persons to adhere to
submit, in a timely manner, the obligatory Risk
Evaluation Questionnaire or for failing to respond to
requests for information made by the authority.

Moreover, since June 2020, both the FIAU and most
of the subject persons have successfully
implemented the GoAML system, a fully integrated
software solution developed specifically for use by
FlUs developed by the UN Office on Drugs and
Crime. The system has helped both increase the
amount and quality of information received, which is
reflected in the processed - rejected ratio for reports
received, where more reports are now accepted
without further corrections requested by the FIAU.

The analytical process has been updated in GoAML
to reflect the FIAU workflow. The process has
constantly improved since implementation
through various calibrations, such as the
introduction of new templates in the

communication with subject persons that
automatically include details of persons and entities
for which queries are sent. Efficiencies like these
have also been created in dissemination of
intelligence, which is now faster, more accurate and
enables the inclusion of supporting documents
automatically.

In order to continue optimising the use of features
offered by goAML, the FIAU has updated the list of
indicators from 1January 2021 to better capture
similar characteristics from reports in a more
granular manner, to improve data collection and
the capacity of typology identification. This will
enable better strategic analysis, as well as more
specific replies to queries received from national
and supranational bodies.

In light if the added resource and digital
investment, the FIAU believes that it will be able to
fulfil its main strategic objectives for 2021, which are:

« Continue increasing its workforce in order to
ensure that it can fulfil to the best possible
ability its key functions of Intelligence Analysis,
Supervision, Enforcement and CBAR.

*  Support Subject Persons to understand their
AML/CFT obligations through training and
informative publications.

« Increase not only the quantity of STRs received
but also the quality.

» Improve internal processes to ensure that
targets are met, and quality of work and output
continue to increase.

« Raise the bar in the supervision process and
perform risk-based supervision to the highest
standards and effectiveness work towards a
smooth transition on all levels to the new
premises



Malta Financial Services Oversight | February 2021

MESA supervision to focus on
governance and financial crime
compliance in 2021

The MFSA is focusing its
supervision of authorised entities
on specific areas including
corporate governance and financial
crime compliance.

The Authority recently published updates on the
priority areas of focus for supervision for this year,
following careful consideration of the market
environment and regulatory developments

Five cross-sectoral priorities have been identified
for 2021, namely:

1. Corporate Governance and Culture:
Supervisory work carried out in 2020 led to the
identification of areas where further
improvement on the part of authorised entities
may be required. The MFSA will be
communicating its expectations in this respect
as part of a project which will lead to the
development of a new Corporate Governance
Code for regulated entities. The Authority is
cognisant of the ever-increasing importance of
ESG considerations when it comes to company
culture and work shall also be undertaken in
this respect.

2. Financial Crime Compliance (FCC):
In addition to continuing its positive
collaboration with the FIAU, the Authority will
continue building on work performed in 2020 in
monitoring the compliance of regulated
persons with AML/CFT obligations.
Furthermore, the FCC function will issue
periodic publications to update the industry of
developments concerning AML/CFT and the
current status of the AML regime within the
industry itself.

3. The impact of COVID-19:
Throughout 2021, the Authority will continue
monitoring the impact of COVID-19 on the
financial services sector, particularly the
post-COVID viability of regulated entities’
business models, including their capacity to
cope with the operational consequences it will
have, alongside the impact on consumers of
financial services.

4. ICT Risk and Cybersecurity:
The Authority’'s newly set up ICT Risk and
Cybersecurity function will continue to ensure
that regulated entities have an adequate
cybersecurity programme in place designed to
enhance resilience to cyber-attacks and
mitigate the risks associated with such threats.
The team wiill also be designing an ICT and
Cybersecurity Risk model for supervision and
carrying out education and awareness sessions
for stakeholders. Moreover, there are also plans
to conduct thematic desk-based reviews on a
sectoral basis on ICT Risk and Cybersecurity
matters, including outsourcing to cloud services
providers.

These priorities are complementary to the investor
protection, market integrity and financial sound-
ness objectives underpinning financial regulation,
which remain at the forefront of the Authority’'s
agenda. Sector specific priorities are also discussed
in the document but will be highlighted in “The
Nature and Art of Financial Supervision” series,
which you can read more about on page 7.
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Contributing Institutions




