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• Security concerns at the blockchain layer:

• blockchain node bugs

• consensus algorithms and vulnerabilities (50%+1 attack, forking, rejected blocks).

• Security concerns at the smart contract logic layer:

• bugs and vulnerabilities in the smart contract logic;

• malicious code;

• vulnerabilities at the blockchain level (e.g. transaction ordering)

• Security concerns at the edge of the blockchain:

• traditional vulnerabilities through off-chain access of blockchain and smart contract

• human factors in security concerns. 
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1. Human weaknesses

• Passwords/keys ‘on a post-it 

note’

• Phishing

• Social engineering

• Rubber-hose cryptanalysis

Responsibility: Users.
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2. Platform vulnerabilities

• Due to bugs on the 

device/browser/operating 

system/platform.

• Regular updates required to 

be carried out

Responsibility: Users.
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3. Front-end vulnerabilities

• The responsibility of the 

developers (of the front end), 

not the users.

• Traditional security measures.

• Handled through code 

analysis, penetration testing, 

etc.

Responsibility: Developers of front-end.
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4. DLT node vulnerabilities

• DLT node handles communication 

and protocol to ensure immutability, 

fairness, etc.

• Such vulnerabilities can also be due 

to constituent parts e.g. libraries 

used.

• (Surprisingly) rare instances.

Responsibility: DLT developers.
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5. Consensus algorithm vulnerabilities

• Selfish mining by not sharing found 

blocks immediately.

• Network attacks aiming at disrupting or 

manipulating connectivity between 

nodes at connection time or later on.

• DDOS attacks disrupting miner activity 

by flooding with micro-transactions or 

the memory pool of transactions.

• 51% attack aiming at taking over the 

network.

Responsibility: Consensus protocol designers.



Vulnerabilities 
in DLT node 

software

Bugs or 
vulnerabilities 

in smart 
contracts

Consensus 
algorithm 

vulnerabilities

Browser and
device systems

DLT code
handling 

native
transactions

and smart contract
execution

Smart
contracts

Frontend

Spoofing 
frontend to 
change user 

activity

Human 
security 

weaknesses

Bugs or 
vulnerabilities 

in frontend

Bugs or 
vulnerabilities 

in device

Consensus algorithm

Blockchain-Side Vulnerabilities

51% attacks

• Power to prevent transactions from 

taking place.

• Power to ‘reverse’ transactions –

double spending.

• Power to fork the network.

• Power to prevent others from finding 

blocks.
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51% attacks

• It’s even worse than it sounds:

• Owning 51% for a short period of 

time suffices for many attacks.

• Hash power can be rented. 

• Some attacks have high chance 

of success even with less than 

50% of network computational 

power.
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6. Smart contract vulnerabilities

• Bugs and deviations from intended 

functionality.

• Platform or programming language 

vulnerabilities.

• Malicious code.

Responsibility: Designers and developers of smart 

contracts.
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Smart contract vulnerabilities

Bugs and deviations from intended 

functionality.
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And this is but the tip of the iceberg…

• Various other known attack possibilities over the 
configurations shown.

• And these are but a subset of configurations…
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And this is but the tip of the iceberg…

• Various other known attack possibilities over the 
configurations shown.

• And these are but a subset of configurations…

•So what can we do to address these risks?



Malta Digital Innovation Authority
Increasing User Trust and Protection in DLTs

• Independent Systems Audit approach being taken by the 
Malta Digital Innovation Authority.

• DLTs and smart contracts may be registered with the MDIA.

Blueprint

Applicant MDIASystems Auditor

Application

Systems Auditor 

Report

Functionality

Certification



Malta Digital Innovation Authority
Increasing User Trust and Protection in DLTs

• The MDIA does not evaluate the technology itself, but rather licenses Systems 
Auditors who can do so.

• Their role is to apply due diligence to the technology, ensuring that:

• Appropriate system design and architecture

• Experience and processes in the development team 

• Appropriate security measures in place

• Appropriate quality assurance processes

• The software really functions as documented in the blueprint

• Appropriate measures in place as required by the law and MDIA

• Subject matter experts appointed by the SAs sign off each report section, with a 
concrete opinion about the ITA.



Malta Digital Innovation Authority
Increasing User Trust and Protection in DLTs

• Certified Innovative Technology Arrangements provide higher levels 
of assurance:

• The claimed functionality is documented in the blueprint in English.

• Applicant due diligence will be carried out by MDIA.

• Technical due diligence provided by Systems Auditor’s report.

• Identifiable known legal entity (the applicant) who can be held liable.

• Information is stored on a Forensic Node in case investigation is required.

• There is some degree of power-of-intervention which may be requested 
from a Technical Administrator.

• English description in the blueprint prevails over implementation.



Malta Digital Innovation 
Authority

www.mdia.gov.mt

gordon.pace@um.edu.mt


