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BANKING UNIT

Internet and Electronic Banking Questionnaire

INTERNET AND ELECTRONIC BANKING QUESTIONNAIRE
This questionnaire is to be compiled by prospective licence holders who would be providing any internet and electronic related services. The annex to the questionnaire is an integral part of the Appendix and should be construed accordingly.

QUESTIONNAIRE

(Questions 1 – 5 relate to the general introduction of the proposed institution)

1. Under which of the three categories described below does the service offered fall

(a) Information only

     
(b)
Information exchange
     
(c)
Transactional

     
(d)
Any combination of (a), (b) and (c) above?

     
Note:
Any additional on-line services to be provided should also be disclosed.

     
2.
Will the institution allow customers to obtain consolidated information about their financial and non-financial accounts. If in the affirmative please give details.
     
3.
Will the institution be dealing with residents and/or non-residents?

     
4.
Will the institution be dealing in the Euro and/or foreign currencies?

     
5.
Which currency will be the base accounting currency for the institution?

     
(Questions 6 – 13 relate to the strategy of the proposed institution)

6.
Kindly provide details of the proposed Internet Banking business strategy and indicate the way in which it is consistent with the institution’s overall strategy and aligned with its other lines of business?

     
7.
Briefly describe the overall systems implementation plans and any envisaged operational developments during the first months of operation.

     
8.
Will the institution have its own deposit and/or withdrawal infrastructure or will it rely on other institutions’ networks and ATMs?

     
9.
Is it the institution’s intention to establish some type of physical presence intended for customer service?
     
10.
If in the affirmative would the services offered cater for multiple national jurisdictions differences?  If in the negative what would be the alternative arrangements being provided for customer service.

     
11.
How would project progress be monitored and reported at Board level?

     
12.
In what way would the Board of Directors and senior management establish effective management oversight over the risks associated with e-banking activities, including the establishment of specific accountability policies and controls to manage risks?

     
13.
Please provide details of the proposed staff training programmes in relation to the envisaged operations

     
(Questions 14 – 26 relate to client information of the proposed institution)

14.
What type of information/client profile details would be collected regarding prospective clients prior to providing access to the system and prior to acceptance of clients?

     
15.
Describe the measures that would be taken to establish positive customer identification
     
16.
How would positive customer identification be checked?

     
17.
How would customer information be verified with information databases of fraudulent activity?

     
18.
Would electronic credentials be required by a third party of repute (e.g. reference letter)? Please give details

     
19.
In what way would the institution monitor customer accounts to ensure that they are in line with the customers’ financial/ business profile as understood by the institution?

     
20.
What additional safeguards will the system have to prevent money laundering?

     
21.
Who would be the money laundering reporting officer and how will he be identified? 

     
22.
What records will be maintained in order to be able to reconstruct a financial transaction? (Audit trail)

     
23.
Would the customer’s profile be used for other specified purposes?

     
24.
What further uses, if any, will the customer profile details collected by the institution have?

     
25.
(a)
What procedures would the institution have for up-dating customer profile details?

     
(b)
What safeguards are/ will be in place to keep the customer profile current?

     
26.
Will the institution use direct and targeted marketing to existing customers?

     
(a)
If YES what mechanisms will be used?

     
(b)
Will the authorisation from the client be sought prior to direct marketing?

     
(c)
Will there be a revocation option?

     
(Questions 27 – 39  relate to the web site information of the proposed institution)

27.
What information would the institution be giving on itself?

     
28.
Would the institution’s website be connected to the parent institution? [ Please answer if applicable ].
     
29. 
(a)
What would be envisaged as the risks related to the operation of the system? [ e.g. Systems delay ] 

     
(b)
Will these risks be disclosed on the web site? If no, please indicate what measures would be taken to ensure customer awareness.

     
30.
(a)
What general banking  related risk warnings will be displayed?

     
(b)
Would these risks be disclosed on the web site? If no, please indicate what measures would be taken to ensure awareness

     
31.
(a)
Would the web-site have business related chat areas and/or on line discussion forums?

     

(b)
If YES how would the institution monitor chat areas and on-line discussion forums?

     
32.
(a)
Would the institution  make a disclaimer with respect to business related hyperlink information, if any, or would it endorse the information contained in the hyperlink?

     

(b)
Would there be any clear indication that the viewer is leaving the institution’s web-site?

     

(c)
Kindly provide a list of proposed hyperlinks and if the hyperlinks relate to other regulated banking and financial services providers kindly provide the name of the regulator.

     
33.
Would the following information be disclosed on the web-site?


(a)
A detailed statement and information regarding the manner, in which orders are accepted, processed, settled and cleared.

     

(b)
A statement of policies regarding the manner in which operational difficulties such as system problems and power cut will be handled, including the alternatives available to clients during disruptions.

     

(c)
Procedures to cancel pending orders during system failures.

     

(d)
Information relating to transactions and banking fees.

     

(e)
When the information on the web site is subject to update, will the date last updated be disclosed.

     

(f)
If the answer to any of the foregoing is in the negative please indicate what alternative measures would be taken to ensure customer awareness.

     
34.
(a)
Would the institution  notify its clients and provide other means to make transactions should access to the principal web site be temporarily unavailable?

     
(b)
If YES what other alternatives will be made available.

     
(c)
How will customer identity be verified?

     
35.
(a)
Would the institution target specific jurisdictions, states or countries to provide its service?

     

(b)
If YES please ensure that there are no regulatory/ licensing implications in the targeted jurisdiction/state/country which may have been overlooked. Legal advice is recommended.

     
(c)
It is the company’s responsibility to ensure compliance with any applicable overseas regulations.

     
36.
Would a privacy statement be stated on the web-site?  Please give any relevant details. 
     
37.
Would the system allow customers to decline from permitting the bank to share with a third party for cross-marketing purposes any information about the customer’s personal needs, interests, financial position or banking activity?

     
38.
What measures would be put in place to ensure privacy and confidentiality?

     
39.
How would customers be informed of their rights and obligations and of any liabilities arising out of their customers of the institution?

     
(Questions 40 – 44 relate to the transaction information of the proposed institution)

40.
(a)
Would conditions, interest rates applicable for loan and deposits advances or other information be subject to any system-induced delay?

     
(b)
If YES by how long?

     
(c)
Would details be disclosed on the web-site?

     
41.
(a)
How often would account information be updated?

     
(b)
Would the frequency be disclosed on the web site? If not what measures would be taken to ensure customer awareness
     
42.
(a)
What will be the sources of the information displayed on the web-site?

     
(b)
Would the source be stated?

     
43.
Which customer verification system will be used? (e.g. electronic signatures, password, pin, etc)

     
44.
Which banking products and ancillary banking services will be offered electronically? Please give details.

     
(Questions 45 – 47 relate to the trade information of the proposed institution)

45.
(a)
Would updated exchange rates be available on line?

     
(b)
How often would these be updated?

     
(c)
How would the correctness of exchange rates be verified

     
46.
How would the institution ensure that market reports are not considered by any interested parties as advices?

     
47.
What mechanisms will be in place to ensure the integrity of third party information feeds and to ensure that the information is up to date at all times?

     
(Questions 48 – 54 relate to the best execution policy of the proposed institution)

48.
How would the institution provide customers with the necessary information about the service it offers?

     
49.
What type of instructions will the system cater for?

     
50.
(a)
How will the institution  ensure best execution?

     
(b)
Kindly describe the process of how a typical transaction/ client order will be catered for from start to end. 

     
51.
How would the institution evaluate its execution quality and how often would it do so?

     
52.
How would customer executions be confirmed?

     
53.
What type of confirmation and/or documentation would be sent to clients?

     
54.
Will customers be made aware that they have received customised/ standard information?

     
(Questions 55 – 80 relate to the system security of the proposed institution)

55.
What overall security policy does  the institution have? Please provide details on the internal and external aspects and updated process.

     
56.
What security procedures and mechanisms would be in place to deter unauthorised access to the system?

     
57.
How will the system be safeguarded against viruses?

     
58.
What mechanisms would be in place to maintain the integrity of the market data stored on the system hardware and whilst in transit?

     
59.
What monitoring and specific controls will be in place to maintain the integrity of the source code?

     
60.
In what manner would audit logs be used to monitor systems usage and any unauthorised activities?

     
61.
What systems security tools are expected to be utilised on the applications, networks and operating systems?

     
62.
What processes and procedures would be in place in the event that security controls are not compatible with trade partners?

     
63.
What configuration standards for supporting IT infrastructure would be in place?

     
64.
How would segregation of duties be maintained in the application and underlying technology?

     
65.
How would administrator profiles be controlled and checked?

     
66.
What internal authorisation and authentication procedures would be put in place to help guarantee the segregation of duties?

     
67.
What encryption techniques used to provide data integrity and confidentiality of information would be put in place?

     
68.
What would be the specific and monitoring controls in place over the client’s bank account details?

     
69.
What firewalls would be used to protect data?

     
70.
How would the institution prevent unauthorised electronic funds transfers?

     
71.
With respect to authorised privileged access, what monitoring controls would be in place to prevent unauthorised access and modification of sensitive data?

     
72.
How often would user IDs and passwords be checked on a periodic basis?

     
73.
How often would the institution conduct regular systems testing and evaluation?

     
74.
What safeguards would the system have with respect to the safe custody of confidential information (whether stored, in transit or displayed on the client’s screen)?

     
75.
What authorisation procedures does the company intend to adopt with respect to the execution of clients orders?

     
76.
How would an established customer be authenticated through the system?

     
77.
Please provide details as to how would the following be identified and monitored:
(a)
Restricted transactions

     
(b)
Correcting and revising entries

     
(c)
Unsuccessful attempts to access the system or restricted information

     
78.
What formal procedures would be put in place to report and respond to unauthorised attempts to access the institutions internet banking system?

     
79.
Would the institution perform stress testing to ensure system capacity? If not what alternative measures would be adapted?

     
80.
Please provide a summary of the details of the proposed disaster recovery plan?

     
(Questions 81 – 88 relate to the recovery procedures of the proposed institution)

81.
What IT recovery procedures would be put in place in the event of a component or operating site becoming inoperable?

     
82.
What is the expected maximum period where the system could be unavailable?

     
83.
What procedures would be put in place to protect clients from losses during the period in which the system would not be available?

     
84.
What procedures and processes would be put in place which address system availability and systems performance?

     
85.
What procedures and processes would be put in place to address any failure in the systems provided by third parties?

     
86.
How would back-up procedures be distributed?

     
87.
How often would the information be backed-up?

     
88.
Where would the information be stored?

     
(Questions 89 – 96 relate to the availability of the proposed system that would be operated by the institution)

89.
What resources would be put in place to ensure 100% availability of the system?

     
90.
(a)
How would the institution ensure sufficient capacity to keep up with the systems demands resulting from on-line trading?

     
(b)
Who would be responsible for the review of the technological adequacy of the internet based system?

     
(c)
How often would such reviews take place?

     
91.
How does the institution intend to apply and, if necessary upgrade its resources to handle the potential level of business activity?

     
92.
How would the institution cater for unexpected shifts for its on-line services demand?

     
93.
(a)
What tools and techniques would be made available to monitor and measure systems availability and to take corrective action when necessary?

     
(b)
What periodic stress tests would be conducted?

     
94.
Who would be responsible for the implementation and updating of the business continuity plan should the need arise? Please give a summary of the proposed plan itself

     
95.
Please give details of the back-up power supply that would be available. 

     
96.
(a)
Would there be a secondary site for contingency purposes?

     
(b)
If YES would there be periodical tests to ensure its functionality?

     
(c)
If NO what alternative measures would be taken in this regard.
     
(Questions 97 – 103 relate to the change over from test to live)

97.
What documented change control procedures would be put in place in relation to the change over? 
     
98.
Would an automated change control system be utilised? If no what alternatives are proposed?

     
99.
Would a test development system environment be a part of the process of change control? If no what alternative would be in place?

     
100.
What test procedures would be put in place to address any system changes being migrated to the live environment?

     
101.
How would segregation of duties be maintained between the live and the test/ development environment?

     
102.
What formal process will be put in place to document testing and agreeing test results before functionality is promoted to the live environment?

     
103.
(a)
Would there be software that can be downloaded by the customer?

     
(b)
If YES would software updates be sent automatically to existing customers?

     
(Questions 104 – 113 relate to the systems documentation of the proposed institution)

104.
What procedures would be in place to update network schematic diagrams to reflect any changes in the network environment?

     
105.
How would the updating of the procedures and the assigning of document ownership be addressed?

     
106.
Please give details of the proposed software inventory.
     
107.
What information would it provide to the institution?

     
108.
What would be the process for acquiring and distributing:
(a)
new or upgraded software;
     
(b)
service packs;
     
(c)
other requires measures;
     
109.
What licensing arrangements would be put in place for software and with whom?

     
110.
How would the institution ensure that it would not violate any licensing agreements with third party providers of software?

     
111.
What would be the phases of the life-cycle to be employed?

     
112.
What would be the nature and extent of the program documentation kept “in house”?

     
113.
In what way would program documentation be kept up to date?

     
(Questions 114 – 117 relate to the IT people of the proposed institution)

114.
Who would be the key IT people within the organisation and to whom would they be accountable?

     
115.
Please indicate their respective duties and responsibilities within the institution.
     
116.
What processes would be put in place to ensure that IT staff have the requisite skills to maintain and support the systems on an ongoing basis?

     
117.
How would the risk of key dependency on particular human resources be managed?

     
(Questions 118 – 133 relate to other regulatory concerns of the proposed institution)

118.
Please give details of any arrangements to be entered into with financial portals  (e.g. Yahoo Finance)?

     
119.
(a)
Would customers be able to lodge a complaint on-line?

     
(b)
If YES who will be responsible for investigating the complaint?

     
(c)
If NO what alternatives would be offered?

     
120.
(a)
Would there be any internal checks performed to assess the computer operations and the suitability of controls?

     
(b)
If YES how often are these reviews performed?

     
(c)
Would formal reports be produced and made available for review?

     
(d)
If NO what alternatives would be put in place to ensure the proper checks?

     
121.
Please define the role that the compliance department would have in the monitoring and overseeing the development of electronic related banking business as being proposed by the institution.
     
122.
Please give details of relevant risk management policies and the parameters that would be considered for their eventual review.

     
123.
What crisis management procedures would the institution have in place?

     
124.
How would the institution cater for credit risk vis a vis customer due diligence?
     
125.
How would the institution cater for transaction risk to deliver accurate, timely and reliable services?

     
126.
How would the institution cater for compliance risk for violations or non conformance with laws, rules, regulations, prescribed practices and ethical standards?
     
127.
How would the institution cater for the market risk and how it will hedge and provide for such risk?
     
128.
How would the institution cater for interest rate risk to maintain appropriate asset/liability management systems and maintain the ability to react quickly to changing market conditions?
     
129.
How would the institution cater for liquidity risk in respect of deposit volatility from customers?
     
130.
How would the institution cater for the operational risk involved especially through its outsourced functions if any?
     
131.
How would the institution cater for the legal risk in its country of origin, country of operations and countries of its customer base?
     
132.
How will the institution cater for reputational risk in relation to its operations?

     
133.
Would the institution be regulated by other supervisory bodies in Malta and/or outside Malta in relation to any internet related services?

     
Risk Management Principles For Electronic Banking
1. The Board of Directors and senior management of credit institutions should establish effective management oversight over the risks associated with e-banking activities, including the establishment of specific accountability, policies and controls to manage these risks.
2. The Board of Directors and senior management of credit institutions should review and approve the key aspects of the banks’ security control process.
3. The Board of Directors and senior management of credit institutions should establish a comprehensive and ongoing due diligence and oversight process for managing the credit institutions technical relationships with non licensed third parties and other non licensed third-party dependencies supporting e-banking.
4. Credit institutions should take appropriate measures to authenticate the identity and authorisation of customers with whom it conducts business over the Internet.
5. Credit institutions should use transaction authentication methods that promote non-repudiation and establish accountability for e-banking transactions.
6. Credit institutions should ensure that appropriate measures are in place to promote adequate segregation of duties within e-banking systems, databases and applications.
7. Credit institutions should ensure that proper authorisation controls and access privileges are in place for e-banking systems, databases and applications. 
8. Credit institutions should ensure that appropriate measures are in place to protect the data integrity of e-banking transactions, records and information. 
9. Credit institutions should ensure that clear audit trails exist for all e-banking transactions.
10. Credit institutions should take appropriate measures to preserve the confidentiality of key e-banking information.  Measures taken to preserve confidentiality should be commensurate with the sensitivity of the information being transmitted and /or stored in databases.
11. Credit institutions should ensure that adequate information is provided on their websites to allow potential customers to make an informed conclusion about the bank’s identity and regulatory status of the bank prior to entering into e-banking transactions.
12. Credit institutions should take appropriate measures to ensure adherence to customer privacy requirements applicable to the jurisdictions to which the bank is providing e-banking products and services.
13. Credit institutions should have effective capacity, business continuity and contingency planning processes to help ensure the availability of e-banking systems and services.
14. Credit institutions should develop appropriate incident response plans to manage, contain and minimise problems arising from unexpected events, including internal and external attacks, that may hamper the provision of e-banking systems and services. 
Source:
Basle Committee on Banking Supervision “Risk Management Principles for Electronic Banking” – May 2001. 
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